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Tackling cybercrime 
complacency
Organisations are on the brink of a cybercrime crisis. They must learn 
from Icarus, who according to Greek mythology ignored warnings and flew 
too close to the sun. His wings allowed him to soar, but they ultimately 
led to his downfall. Today, technology poses the same threat. While it 
allows businesses to push forward, innovate and thrive, it can also lead 
to their collapse. 

Every second, billions of bits and bytes are shared across the digital ecosystem, 
helping organisations manage employees, fulfil orders, support customers and 
communicate across offices and borders. In a digitally enabled world, hackers pose 
a significant threat to business viability and economic prosperity. 

Cybercrime has evolved from a relatively unsophisticated threat to one of the greatest 
risks facing organisations today. Malicious hacking, identity theft and cyber disruption 
are now common events in the business environment. Yet defences are down, with 
many companies  failing to adopt basic security measures.1 

Complacency leaves organisations hugely vulnerable. Businesses are on the back 
foot, lacking strategic direction. Employees, unaware of the risks, have become 
a liability. Those that have failed to prepare will suffer the greatest losses if an 
attack occurs. Systems will shut down, customer orders will go unfulfilled and 
operations will grind to a halt. 

While day-to-day operational challenges remain a significant management focus, 
particularly in the wake of political and economic upheaval, the risk of cybercrime 
must not be overlooked. With fines for data breaches set to increase significantly, the 
costs of doing nothing should not be underestimated. 

Is your business at risk?
How vulnerable is your organisation to cybercrime? A series of businesses 
recently asked our specialist cyber security team to ethically hack their IT 
systems in a controlled environment. The exercises aimed to test their cyber risk 
profiles and the strength of their internal controls. All attempts were successful. 

In one case, RSM sent more than 230 spoof emails asking an organisation’s 
employees to validate their staff login. Within minutes, 37 employees had 
followed the instructions and clicked on the link. By the end of the working 
day, this had climbed to 81. If RSM had been a genuine hacker and the email 
content malicious, the business ramifications could have been catastrophic.

While the media spotlight has recently shone on data breaches at high-
profile multinationals, the reality is that no sector or business is immune. All 
organisations have a responsibility to their employees, customers and wider society 
to understand the threats they face and put in place the necessary controls to 
secure their operations. 

Now is the time to act. Data protection rules will come into force in 
May 2018 that will significantly increase penalties for data breaches. 
If organisations fail to comply with the new General Data Protection 
Regulation (GDPR), they could be fined up to €20m or 4 per cent of their 
annual global turnover. Can you afford to not take action? 

1We surveyed organisations in early 2017. The results are found throughout the report.
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The scale of the threat 
HOW DO CYBERCRIMINALS 
ATTACK?

Insider attacks: Employees download 
sensitive or confidential data and sell it on. 

Phishing activity: Multiple individuals are 
targeted by a single scam. A blanket email 
is sent in the hope that some will reply with 
sensitive information, transfer funds or open 
rogue links or attachments. 

Whaling attacks: A small group of individuals 
with significant data access is targeted. A 
hacker poses as a senior company official and 
requests personal information, bank detail 
changes or a large funds transfer. 

Ransomware attacks:  A hacker gains access 
to a system and takes it over. It holds the 
organisation to ransom by blocking system 
access until a substantial payment is made.

Today, 40 per cent of organisations say they have 
suffered a cyberattack, including 27 per cent that 
were hit in the past 12 months. With businesses 
often lacking the proper controls to identify 
breaches, it is likely that many more have been 
unknowing victims.

The ramifications were wide-ranging, negatively 
impacting the businesses’ operations, finances and 
reputations. But 21 per cent of those that suffered 
breaches have since done nothing to protect 
themselves against future attacks. This inertia is 
leaving educated cybercriminals in the market, wise 
to what does and does not work. 

Hackers are becoming increasingly savvy about 
organisations’ specific vulnerabilities. Targeted 
methods, such as whaling or phishing, are now 
the favoured way to attack. Cybercriminals are 
successfully scanning networks to find weaknesses 
and using social engineering to exploit employees 
and gain access to systems.

Management must keep pace with the latest hacker 
techniques. Understanding what went wrong at 
other organisations - and what not to do - is a 
critical first step. Yet around half say they are not 
aware of cyber incidents experienced by others. 
Organisations must plug their knowledge gap if 
they are to protect their customers, employees and 
future business. 

40%
say their organisation 

 has been a victim  
of cybercrime 

30%
suffered operational  

damage 

28%
suffered financial  

damage 

10%
suffered reputational  

damage

51%
are not aware of cyber  
incidents experienced  

by others 

51%
of breaches were 
targeted attacks
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Defences are down
Organisations are failing to embed core security measures. Few have an up-to-
date or board-approved cybersecurity strategy, staff training is often overlooked 
or falls short of best practice and many do not carry out the right checks on third 
party contractors. Complacency leaves businesses hugely vulnerable. 

37%
have an up-to-date 

cybersecurity  
strategy 

35% 
have a board-approved 

cybersecurity  
strategy

57% train managers in cybersecurity

52% train departments in cybersecurity  

51% train teams in cybersecurity  

61% do not think cybersecurity training  
is extensive or frequent enough 

62%
outsource data hosting 
or handling to a  
third party

52%
are not fully aware of the 
third party’s cybersecurity  
policies
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Avoiding downfall
How can organisations protect themselves against 
evolving cyber threats? As hacker techniques become 
more sophisticated, businesses can no longer just rely on 
technical controls, such as firewalls and gateways. These will 
never catch every threat. 

Organisations must instead create a triple security lock, and 
regularly review their position. 

THIRD PARTY ASSURANCE 
Outsourcing the management of systems and data can deliver 
efficiencies, but it can also carry big risks. Organisations must 
not assume that third parties have the proper safeguards in 
place to protect their data. Firms must ensure their third party 
contracts set out which security measures should be in place. 
This will likely need to be reviewed as threats evolve. 

 • What security measures do third parties have in place  
to protect your data? 

 • How secure are the links between your organisation and 
your third party providers?

 • Do your third party providers conform with your data 
security policies and procedures?

CYBERSECURITY STRATEGY 
This should set out the organisation’s approach to dealing with 
cybercrime. It must be underpinned by a formal assessment of 
cyber threats and include a high-level vision for preventative 
and mitigation actions. The board must approve the strategy. 
Endorsement from the top ensures cybersecurity is high on the 
agenda and sufficient resources and investment are allocated to 
mitigate threats. 

 • Have you assessed your technology risk profile? 

 • Is cybersecurity on your board agenda?

 • How do you make sure your cyber control framework is up-
to-date and protects against emerging threats?

EMPLOYEE EDUCATION 
With human error a major factor in breaches, staff training is vital. Businesses 
must embed a security awareness culture by educating all employees 
about how to spot a cyberattack and what to do if they suspect malicious 
activity. Training should be regularly provided at all levels, from management 
through to departments and teams. The more employees alert to the risks, 
the faster an organisation can identify and deal with an attack. 

 • Are staff aware of cyber risks and how to respond if  
something goes wrong? 

 • Do you test the effectiveness of your cyber awareness programmes?

 • Do you have a formal cyber incident management process in place?
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Are you future fit?
Prevention and mitigation measures must never stand still. Cybercriminals 
are quick to adapt. If a system vulnerability is patched, hackers will soon find 
another weak point to exploit. 

With fines for data breaches set to increase significantly, organisations must 
keep pace with the latest threats. They must understand evolving techniques 
and how to avoid regulatory intervention. 

OPEN SOURCE SOFTWARE 
Open source software can be an efficient and cost-
effective tool for businesses. But cybercriminals 
are flooding the market with infected code, apps  
and programs. Organisations must tread carefully; 
the wrong choice can bring down operations. and 
cause significant business disruption.

Reinforce open source software.  
Don’t just assume it is safe. 

MOBILE HACKING 
The rise of smartphones and tablets in the workplace 
exposes organisations to new cyber risks. While businesses 
take steps to secure their computer systems, they often 
stop short of applying the same protections to their mobile 
networks. But as employees increasingly use their devices 
for corporate and personal activities, hackers are now 
lurking in wait. 

Apply restrictions on mobile devices and make sure staff 
understand best practice. 

INTERNET OF THINGS 
Connected systems create infiltration routes for cybercriminals. If 
one device is hacked, an organisation’s entire digital system could be 
compromised. Businesses need robust systems of defence around 
each device that is connected to their corporate networks, including 
company cars, stock management systems, printers, scanners, 
storage devices and meeting room interfaces. 

It may look harmless but, if it has a connection, it poses a threat. 

GDPR
Organisations must take steps to 
fulfil the new GDPR requirements. 
Fines for non-compliance will quickly 
undermine cash flow. Businesses 
must understand the data they 
hold. This doesn’t just refer to 
HR or Customer Relationship 
Management systems – it also 
covers spreadsheets, storage 
devices, computers and physical 
documents. 

Data auditing and privacy risk 
assessments are critical.
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FOR MORE INFORMATION PLEASE CONTACT 
Sheila Pancholi
Technology Risk Assurance Partner
M +44 (0)7811 361 638  
sheila.pancholi@rsmuk.com

Steve Snaith
Technology Risk Assurance Partner
M +44 (0)7966 039 009 
steven.snaith@rsmuk.com
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